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Top 5 Board
Considerations for an
Effective Information
SECURITY PROGRAM



The Fine Balance between Accountability and Operational
Delegation

In today’s interconnected world, cybersecurity threats are a
growing concern for boards of directors and executives
alike. However, managing information security at the
executive level involves more than just protecting the
organization from external threats. It also requires strategic
decisions about how accountability is distributed internally.
Some executives may aim to distance themselves from
direct responsibility for security failures, embracing a
problematic approach that borders on "plausible
deniability." This strategy, however, cannot and should not
absolve them of their broader accountability.

Crafting a well-structured chain of command is essential
for achieving operational efficiency, organizational clarity,
and effectiveness. This involves thoughtful design and an
ethical approach to balancing responsibility and
delegation.

In the following sections, we delve into the five key
considerations for building an effective chain of command,
the risks involved, and the ethical challenges executives
must address. While plausible deniability may sometimes
seem like a tool for evading accountability, a well-
designed information security program ensures
responsibility is shared appropriately—not avoided.

1 CRAFTING AN INFORMATION
SECURITY CHAIN OF COMMAND:



Document Accountability Clearly outline in job
descriptions and organizational policies who is
accountable for specific tasks, such as incident
response, risk assessments, and regulatory
compliance.

Identify Key Roles Designate a Chief Information
Security Officer (CISO) or equivalent as the
primary owner of information security. This
person is responsible for the execution of
policies and management of incidents.

To establish plausible deniability, executives need a clear
and hierarchical chain of command that delineates
responsibilities. This chain should:

Distribute Responsibilities Delegate responsibilities
to functional leaders in IT, compliance, and
operations. This ensures that decisions are made
closer to the operational level.

2 DEFINE THE CHAIN OF COMMAND



Establish Cross-Functional Committees
Form dedicated groups like a Security
Steering Committee or a Governance, Risk,
and Compliance (GRC) team. These
committees should include representatives
from various departments to ensure
comprehensive oversight and accountability.

Formalize Decision-Making Processes
Maintain thorough documentation of all

decisions, including meeting minutes,
approvals, and communication records.

This not only ensures process adherence
but also provides a clear audit trail for

accountability.

Effective governance is key to demonstrating that
decisions are made through established, transparent
processes—especially when addressing the complexities of
cybersecurity. Here’s how to build a strong governance
framework:

3 IMPLEMENT ROBUST GOVERNANCE
STRUCTURES



Incorporate External Expertise
Engage external auditors or consultants to
review and validate security practices. This
adds an impartial layer of oversight and
helps create a healthy separation between
executive leadership and day-to-day
operational tasks.

By implementing these measures, organizations can
establish governance structures that promote
accountability, foster transparency, and reduce the risks
associated with plausible deniability.
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1
Establish Direct Reporting Lines
Ensure the CISO reports directly to the board or a
dedicated subcommittee, rather than the CEO or
CIO. This separation fosters operational autonomy
and minimizes conflicts of interest, especially with
IT departments.

Proactively Address Friction
Friction between the CISO and departments like IT
or Risk Management is often a natural by-product
of effective security leadership. Stay vigilant for
signs of resistance or passive-aggressive
behaviors that could sabotage security initiatives
and address these challenges proactively.

The Chief Information Security Officer (CISO) plays a
central role in bridging the gap between executives and
operational accountability. Independence is crucial to
ensure effective oversight and decision-making. Here’s
how to empower the CISO:

5 EMPOWER THE CISO WITH
INDEPENDENCE AND AUTHORITY
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Provide Budget Autonomy
Equip the CISO with a dedicated budget that will
allow them to execute responsibilities and security
programs without constant reliance on executive
approvals. This autonomy accelerates decision-
making and implementation.

Grant Policy Authority
Empower the CISO to enforce security policies and
independently prioritize initiatives. This ensures that
security objectives are not put on the back burner
due to competing organizational demands.

The Chief Information Security Officer (CISO) plays a
central role in bridging the gap between executives and
operational accountability. Independence is crucial to
ensure effective oversight and decision-making. Here’s
how to empower the CISO:
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Strong policies are the backbone of an effective
information security framework. To ensure clarity and
efficiency in decision-making, executives should:

Automate Routine Decisions
Implement automated workflows for tasks such as
risk assessments and incident reporting. By
automating routine processes, executives can
reduce the need for frequent intervention and
focus on high-level strategic issues.

Develop a Comprehensive Policy Library
Create a detailed set of policies that clearly define
specific information security responsibilities,
actions, and consequences. Engage external
experts to conduct a thorough review of existing
policies and the overall security program,
benchmarking against recognized frameworks such
as ISO, NIST, or FFIEC. This ensures alignment with
industry best practices and reduces blind spots.

7 INSTITUTE POLICIES THAT
DELEGATE DECISION-MAKING

2

1



Strong policies are the backbone of an effective
information security framework. To ensure clarity and
efficiency in decision-making, executives should:

Adopt a Risk-Tolerance Framework
Align security policies with the organization’s defined
risk appetite. This framework should be established
and approved by the board to ensure consistency
with organizational goals and to prevent operational
leaders from setting conflicting priorities.

Define Escalation Criteria
Establish clear thresholds to determine when security
decisions need to be escalated to
executives. For instance, only breaches with significant
financial, regulatory, or reputational
impacts should require executive involvement, leaving
operational decisions to be managed at lower levels.

By instituting these policies, organizations can create a
structured and efficient decision-making environment that
empowers operational teams and ensures executives are
engaged only when necessary.

8 INSTITUTE POLICIES THAT
DELEGATE DECISION-MAKING
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Crafting an information security chain of command that
limits or mitigates executive accountability is a double-
edged sword. While it can provide operational clarity and
reduce direct risk for leadership, its implementation must be
transparent and guided by ethical principles. Executives
should focus on the following:

Empowering their teams;
Adhere to industry standards and governance best
practices;
Align delegation strategies with the organization’s core
goals and values.

Ultimately, plausible deniability should not serve as a tool
for avoiding responsibility. Instead, it should function as a
mechanism to ensure that decisions are made efficiently
and by the right stakeholders. By achieving this balance,
organizations can safeguard their leadership and
encourage a resilient, transparent, and accountable
security posture. By: Rich Dussliere

Navigating the Intersection of Accountability
and Delegation
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